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1. Introduction
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Cloud – computing. Most of us don’t even know what the thing it is, and I also didn’t. But some time ago I’ve seen one poster designed by Microsoft. It claimed “Microsoft IT Case Cup”. Case seems to be quite an interesting business so I found a web-page of this event and found out what cloud computing is, it interested me so I decided to write about it. I hope this information would be interesting and useful, so you could start to use these wonderful technologies and perceive how they work.
2.  What’s the cloud?
What to do if one certain program is required, but its cost is too large? Or what about business that requires a lot of computer resources but price for buying and service it would make this business unprofitable, just because power, cooling, internet, office place, service and storage, experts and qualification of your workers, testings and developments are very expensive? Small businesses don’t have a chance. (1) But there is such a thing as Cloud. The name of the technology is a good metaphor, it shows that ordinary user can abstract from technical problems and put all his computations into clouds. And the metaphor came prom computer diagrams, where Internet is shown as cloud. However, a precise definition is essential. 
Gartner defines cloud computing as a style of computing where massively scalable IT-related capabilities are provided “as a service” using Internet technologies to multiple external customers.
Cloud Computing is a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction.
To make the concept more understandable CC should be compared to something ordinary, such as public utilities. For example, without electricity, water, and sewers, a homeowner would be responsible for all aspects of these concerns. The homeowner would have to own and maintain a generator, keeping it fueled and operational and its failure would mean a power outage. They would have to pump water from a well, purify it, and store it on their property. And they would have to collect their sewage in a tank and personally transport it to a place where it could be disposed of, or they would have to run their own personal sewage treatment plant. Easier to use public utilities. Similar situation with clouds: usually it’s more beneficial to work with them.
3.  History
Cloud computing has evolved through a number of phases which include grid and utility computing, application service provision (ASP), and Software as a Service (SaaS).

But the overarching concept of delivering computing resources through a global network is rooted in the sixties.

The idea of an "intergalactic computer network" was introduced in thesixties by J.C.R. Licklider, who was responsible for enabling the development of ARPANET (Advanced Research Projects Agency Network) in 1969.

His vision was for everyone on the globe to be interconnected and accessing programs and data at any site, from anywhere, explained Margaret Lewis, product marketing director at AMD. "It is a vision that sounds a lot like what we are calling cloud computing."

Other experts attribute the cloud concept to computer scientist John McCarthy who proposed the idea of computation being delivered as a public utility, similar to the service bureaus which date back to the sixties.

Since the sixties, cloud computing has developed along a number of lines, with Web 2.0 being the most recent evolution. However, since the internet only started to offer significant bandwidth in the nineties, cloud computing for the masses has been something of a late developer.

One of the first milestones for cloud computing was the arrival of Salesforce.com in 1999, which pioneered the concept of delivering enterprise applications via a simple website. The services firm paved the way for both specialist and mainstream software firms to deliver applications over the internet.



The next development was Amazon Web Services in 2002, which provided a suite of cloud-based services including storage, computation and even human intelligence through the Amazon Mechanical Turk.

Then in 2006, Amazon launched its Elastic Compute cloud (EC2) as a commercial web service that allows small companies and individuals to rent computers on which to run their own computer applications.

"Amazon EC2/S3 was the first widely accessible cloud computing infrastructure service," said Jeremy Allaire, CEO of Brightcove, which provides its SaaS online video platform to UK TV stations and newspapers.

Another big milestone came in 2009, as Web 2.0 hit its stride, and Google and others started to offer browser-based enterprise applications, though services such as Google Apps.

"The most important contribution to cloud computing has been the emergence of "killer apps" from leading technology giants such as Microsoft and Google. When these companies deliver services in a way that is reliable and easy to consume, the knock-on effect to the industry as a whole is a wider general acceptance of online services," said Dan Germain, chief technology officer at IT service provider Cobweb Solutions.

Other key factors that have enabled cloud computing to evolve include the maturing of virtualisation technology, the development of universal high-speed bandwidth, and universal software interoperability standards, said UK cloud computing pioneer Jamie Turner.

Turner added, "As cloud computing extends its reach beyond a handful of early-adopter Google Docs users, we can only begin to imagine its scope and reach. Pretty much anything can be delivered from the cloud." (2)
4. Modern characteristics of cloud computing 
· Agility improves with users' ability to rapidly and inexpensively re-provision technological infrastructure resources.
· Application Programming Interface (API) accessibility to software that enables machines to interact with cloud software in the same way the user interface facilitates interaction between humans and computers. Cloud computing systems typically use REST-based APIs.

· Cost is claimed to be greatly reduced and in a public cloud delivery model capital expenditure is converted to operational expenditure. This ostensibly lowers barriers to entry, as infrastructure is typically provided by a third-party and does not need to be purchased for one-time or infrequent intensive computing tasks. Pricing on a utility computing basis is fine-grained with usage-based options and fewer IT skills are required for implementation (in-house).
· Device and location independence enable users to access systems using a web browser regardless of their location or what device they are using (e.g., PC, mobile phone). As infrastructure is off-site (typically provided by a third-party) and accessed via the Internet, users can connect from anywhere.
· Multi-tenancy enables sharing of resources and costs across a large pool of users thus allowing for:

· Centralization of infrastructure in locations with lower costs (such as real estate, electricity, etc.)

· Peak-load capacity increases (users need not engineer for highest possible load-levels)

· Utilization and efficiency improvements for systems that are often only 10–20% utilized.
· Reliability is improved if multiple redundant sites are used, which makes well designed cloud computing suitable for business continuity and disaster recovery.
· Scalability via dynamic ("on-demand") provisioning of resources on a fine-grained, self-service basis near real-time, without users having to engineer for peak loads.

· Performance is monitored, and consistent and loosely coupled architectures are constructed using web services as the system interface.
· Security could improve due to centralization of data, increased security-focused resources, etc., but concerns can persist about loss of control over certain sensitive data, and the lack of security for stored kernels. Security is often as good as or better than under traditional systems, in part because providers are able to devote resources to solving security issues that many customers cannot afford. However, the complexity of security is greatly increased when data is distributed over a wider area or greater number of devices and in multi-tenant systems which are being shared by unrelated users. In addition, user access to security audit logs may be difficult or impossible. Private cloud installations are in part motivated by users' desire to retain control over the infrastructure and avoid losing control of information security.

· Maintenance of cloud computing applications is easier, because they do not need to be installed on each user's computer. They are easier to support and to improve, as the changes reach the clients instantly. (4)
5. Cloud technologies 
Discussing cloud computing, you should pay attention to where applications are located. Currently, there are three main models of the location of application:
( The infrastructure of the customer;
( The company-host;
( In the cloud.
 Location in the customer's infrastructure (on premises). 
This is the most traditional model of application deployment, existing for decades. Application hosting in the local infrastructure requires substantial initial investment in hardware resources, software, network infrastructure and personnel. Such a model - pay, purchase, possession - are directly related to the high capital costs, but at the same time, it provides complete control over the infrastructure, hardware and software. 
The location of the company-hosting (hosting). 
This model of deployment, formerly called the Application Services Prodiver (ASP), and then - SaaS or simply "hosting" the beginning of active development of a few years ago and is one of the most popular ways to reduce the cost of information technology. It is based on the rental of the hardware platform, software, appropriate infrastructure and personnel performing maintenance. Such a model has less control over the infrastructure, hardware and software, and is based on payment of a fixed number of resources that usually involves payment, even in cases where the leased resources are not used.
 The location in the cloud (cloud). 
This model has appeared recently. It suggests postpaid use rented hardware and software resources, resulting in a significant reduction in start-up costs and a shift from capital investment to operating expenses. This model is virtually no control over the infrastructure and hardware, and renting the software - and even the lack of control over it. 

"Cloud" services can be divided into three main categories:
· Infrastructure as a Service (IaaS). 
Model provision of infrastructure (hardware resources) as a service (Infrastructure as a Service, IaaS) provides the opportunity to rent such infrastructural resources such as servers, storage devices and networking equipment.Manage the entire infrastructure by service providers and users to manage only the operating system and installed applications. Such services are usually paid according to their actual use and allow the user to increase or decrease the volume of use of infrastructure through special portals provided by the service provider. Here the consumers are the owners of applications, IT specialists, preparing OS images to run them in the service infrastructure. Cloud platform provides services for running virtual machines and storage services. Agreement on the provision of services (Service Level Agreement or SLA) usually covers features such services as access to a virtual server, you deploy an OS image. In this service model can be run virtually any application installed on the standard OS images. As is the case with PaaS, payment infrastructure as a service usually carried out based on the volume of resources used.
· Platform as a Service (PaaS). 
Model for the platform as a service (Platform as a Service, PaaS) provides an opportunity to lease the platform, which usually includes the operating system and application services. Platform as a Service facilitates the development, testing, deployment and maintenance of applications without the need for investment in infrastructure and software environment. Platform as a Service also includes the infrastructure as a service. An example of a platform as a service can serve as Windows Azure and Amazon EC2. Here, customers are the companies that developed the application. The platform provides an environment for running applications, services, data storage, and a number of additional services, such as integration or communication services. An agreement to provide services (SLA) usually covers services such characteristics as the availability of the runtime application and its performance. Customization of applications to the needs of consumers are almost unlimited. Constraint could be just the functionality of the services provided at the platform. It should be understood: in order to take advantage of the cloud platform, you need to significantly upgrade or even re-write existing applications. Payment cloud platform is calculated based on the amount of used computing resources, such as:
( The time of application;
( The volume of data and number of data operations (transactions);
( Network traffic.
· Software as a Service (SaaS).
 Model of providing software as a service (Software as a Service, SaaS) provides the possibility of renting applications. Software as a service platform includes both service and infrastructure as a service. An example of the application as a service can be Business Productivity Online Suite33. Model of providing software as a service is a model for providing access to applications over the Internet pay-per use. This model is the most common today to provide cloud services model.Organizations can implement a similar model of providing service from the private cloud using the internal network channels, in addition secure and not connected to the Internet.Consumers of this type of service are end users who work with the applications provided in the cloud. An agreement to provide services (SLA) usually covers services such characteristics as their availability (uptime) and performance. Customizable application's needs are minimal or nonexistent, their level is dictated by market demands or opportunities for vendors of these applications.
Payment for end-service, usually made monthly and calculated on the basis of the number of users prilozheniya. In granting the cloud service uses the type of payment "pay-per-use". Typically, a unit of measurement of time taken a minute or an hour to use resources. In assessing the amount of data per unit of measurement is taken Megabytes of stored information. In addition, cloud infrastructure provides the user the ability if necessary to "raise" or "lower" maximum limits of available resources, thereby taking advantage of elasticity of the service provided. User cloud services do not need to worry about infrastructure, which ensures the efficiency of services provided to him. All configuration tasks, troubleshooting, expansion of infrastructure and other takes on the service provider. Like any new technology, “cloud computing” causes some concern among users. (4)

6. Risks

Here are seven of the specific security issues Gartner says customers should raise with vendors before selecting a cloud vendor.

1. Privileged user access. Sensitive data processed outside the enterprise brings with it an inherent level of risk, because outsourced services bypass the "physical, logical and personnel controls" IT shops exert over in-house programs. Get as much information as you can about the people who manage your data. "Ask providers to supply specific information on the hiring and oversight of privileged administrators, and the controls over their access," Gartner says.
2. Regulatory compliance. Customers are ultimately responsible for the security and integrity of their own data, even when it is held by a service provider. Traditional service providers are subjected to external audits and security certifications. Cloud computing providers who refuse to undergo this scrutiny are "signaling that customers can only use them for the most trivial functions," according to Gartner.

3. Data location. When you use the cloud, you probably won't know exactly where your data is hosted. In fact, you might not even know what country it will be stored in. Ask providers if they will commit to storing and processing data in specific jurisdictions, and whether they will make a contractual commitment to obey local privacy requirements on behalf of their customers, Gartner advises.

4. Data segregation. Data in the cloud is typically in a shared environment alongside data from other customers. Encryption is effective but isn't a cure-all. "Find out what is done to segregate data at rest," Gartner advises. The cloud provider should provide evidence that encryption schemes were designed and tested by experienced specialists. "Encryption accidents can make data totally unusable, and even normal encryption can complicate availability," Gartner says.

5. Recovery. Even if you don't know where your data is, a cloud provider should tell you what will happen to your data and service in case of a disaster. "Any offering that does not replicate the data and application infrastructure across multiple sites is vulnerable to a total failure," Gartner says. Ask your provider if it has "the ability to do a complete restoration, and how long it will take."

6. Investigative support. Investigating inappropriate or illegal activity may be impossible in cloud computing, Gartner warns. "Cloud services are especially difficult to investigate, because logging and data for multiple customers may be co-located and may also be spread across an ever-changing set of hosts and data centers. If you cannot get a contractual commitment to support specific forms of investigation, along with evidence that the vendor has already successfully supported such activities, then your only safe assumption is that investigation and discovery requests will be impossible."

7. Long-term viability. Ideally, your cloud computing provider will never go broke or get acquired and swallowed up by a larger company. But you must be sure your data will remain available even after such an event. "Ask potential providers how you would get your data back and if it would be in a format that you could import into a replacement application," Gartner says.(5)(6)
7. Real CC – companies
Actually, almost everyone used Cloud Computing services – the simplest example is e-mail. All the web-sites where you can send messages are cloud. Only Outlook isn’t, because it’s program that has to be installed on your computer and without it you can’t send any messages. But there many more new high-level services:
· Google Inc: Google Docs и Google App Engine, Google Storage

Google Storage Service is designed to store data and on its basis interesting platforms are available: Google Prediction API and Google BigQuery, designed to work with large data sets and their linguistic analysis. Google Storage is available for companies only from the U.S.
In November 2010, Google released a beta version of Cloud Connect - plug-in for Microsoft Office, enabling to collaborate on text documents, spreadsheets, and presentations in the Microsoft Office desktop and cloud service Google Docs. Poaching users of Microsoft Office has a systematic character. In March 2010, Google released a free tool Google Apps Migration for Microsoft Exchange, the name of which fully reflects the essence. The tool is designed to transit from Exchange to Google cloud services with transfer of all corporate emails, calendar and contacts. 
· Dropbox

It’s service that allows user to share his own files in Internet. It differs from others with it’s interface: it’s shown as ordinary folder in you computer but all the information in it is available from any place in the world.
· Oracle Corporation 
· VMware, Inc. 

· Salesforce.com 
· IBM
· Cisco
· Amazon.com(4)
8. Problems in Russia
Actually there are so many problems in Russia that to reach the greatest range of problems each issue will be presented briefly.
· The main obstacle to implementing "cloud” is the lack of broadband access (BBA) - especially in the regions. Good for the SaaS channel has a reasonable cost only in Moscow, St. Petersburg and several big cities. Partly the government is solving this problem. The widespread introduction of broadband has become one of 38 projects of approved by Presidential Commission of Modernization and Technological Development in Russia.

· Alex Alexin, representative of the Association of Strategic Outsourcing (ASTRA) sees problem of spread of cloud technologies in the unsettled legal framework, although the benefits of cloud computing for government agencies are obvious. 
· Anton Marchenko (head of marketing project Softline Cloud Services) believes that the biggest obstacle to the development of cloud services is now a general lack of awareness of consumers - both companies and individuals - the very possibility of their use. In his view, the market itself is bad. Also potentially dangerous factor for the development of this segment Marchenko called the Russian legislation. "At the moment there is no normal regulation of this particular segment, and the law on personal data (FL 152), compliance with which must be achieved before the end of this year, puts enormous constraints on the service provider, which is not conducive to business development.”
· Difficulties with payment and problems of integration with domestic products, e.g. 1C.
· Poorly developed structure of data centers.(4)
9. Microsoft IT Case Cup
Microsoft as a big company sees great perspectives in cloud computing, so it makes a lot of researches in this area, so it started Microsoft IT Case Cup, where I and my team, we are taking part in. We’ve got a file with information about all what I told and more and more other, in general about Microsoft. And we are to create strategy of development of this technology in Russia. On exam I’m going to speak about what we devised and what we achieved.
10. Conclusion
It’s obviously that Cloud Computing is such a thing that opens up new spaces in business, and not only there. Any user on its old PC with Internet can do amazing things. I know that a british group of students discovered some new stars using this technology: they got public photos made by one agency and asked all the user on the planet to give them a bit of their processing power. It’s just hard to notice such a thing on computer but how it helped them!
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